Test Bank Questions

Chapter 1: Technology and Audit

1. A modem is a ______/______, which translates digital computer signals into analog signals for telephone wires and retranslates them at the other end.

2. The _____________ is the set of programs that control the basic operations of the computer.

3. __________________ is a means of automating the job-running process by giving the computer the instructions in the form of batch programming language.

4. The primary control objectives of early batch systems were the ________ and ________ of capture.
5. The principal control objectives of on-line systems are ________, __________, _________ and ___________.
6. High-speed transmission and reception of long groups of characters are known as _________________ transmission.
7. Slow, irregular transmissions, one character at a time with start and stop bits are known as _______________________ transmission.
8. Ring networks have no central computer; each machine is classed as a _____.
9. A DBMS is a _______ or ________ structure controlling the nature of, and access to, the information required by a user application system

10. In a DBMS, data about the data is called _______.
11. Database types include ________, _________, ________ and ________________.
12. The database is looked after by the ____________________.
13. The transfer of structured data, by agreed message standards, from one computer system to another without human intervention is known as ____________________________.
14. Which of the following most seriously compromises the independence of the internal auditing department?

(a) The director of internal auditing has dual reporting responsibility to the firm's top executive and the Audit Committee.
(b) Internal auditors frequently draft revised procedures for departments whose procedures they have criticized in an audit report.
(c) The internal auditing department and the firm's external auditors engage in joint planning of total audit coverage to avoid duplicating each other's work.
(d) The internal auditing department is included in the review cycle of the firm's contracts with other firms before the contracts are executed.
15. Database benefits from the auditor’s viewpoint include the potential for:

(a) Consistency of data.
(b) Enhanced quality of audit by increased accessibility.
(c) More accurate systems-development process.
(d) Data resource management will accrue benefits through formalized discipline.
(e) All of the above.
16. Major risks in on-line systems would include all of the following except:

(a) Availability.
(b) Late arrival of data.
(c) Security.
(d) Unauthorized access.
17. The type of processing where data is updated with immediate effect is known as:

(a) On-line.
(b) Batch.
(c) Transaction-based.
(d) Real-time.
18. Which of the following would not normally be considered a typical file structure for a database management system?

(a) Relational structure.

(b) Hierarchical structure.

(c) Network structure.

(d) Batched sequential structure.
19. Communications unavailability can be controlled using all of the following except:

(a) Adequate backups.
(b) User authentication.
(c) Peer-to-peer networking to permit mutual back-up.
(d) Adequate Disaster Recovery Planning.
20. To trace data through several application programs, an auditor needs to know what programs use the data, which files contain the data, and which printed reports display the data. If data exists only in a database system, the auditor could probably find all of this information in a:

(a) Data dictionary.

(b) Database schema.

(c) Data encryptor.

(d) Decision table.

Chapter 2: IT Audit Function Knowledge

1. The application of information and communication technologies (ICT) in support of all the activities of business is generally known as ____________ or _______________.
2 Management has been described as optimizing the utilization of corporate resources through the ________, __________, __________, and _________ of the members of any organization.
3. A formal ________________ is used to determine the appropriate corporate coping strategy.
4. Periodically management must _______ and ______________  of Internal Controls.
5. Those activities that will make or break key activities are known as __________________.
6. Within the public sector, much auditing is aimed at ensuring the effectiveness and efficiency of __________________ in order to ensure ________________.
7. A critical function within IT auditing is the ___________ of audit results to key managers and stakeholders.

8. Overall, the roles and responsibilities of the audit function typically are found within the ______________.
9. Ensuring compliance with such standards is part of the role of the __________________.
10. Control is _________ to the extent that it provides reasonable assurance that the organization will achieve its objectives reliably.
11. One of the major cornerstones of IT governance is _____________________.
12. Within the public sector, much auditing is aimed at ensuring the effectiveness and efficiency of management processes in order to ensure 



.

13. IT auditing involves the planning of specific audits to ensure that the IT audit strategy and objectives are achieved and that information is obtained that is 

, reliable, relevant, and useful in order to achieve the audit objectives.
14. IT auditing involves the planning of specific audits to ensure that the IT audit strategy and objectives are achieved and that information is obtained that is sufficient,                 , relevant, and useful in order to achieve the audit objectives.
15. IT auditing involves the planning of specific audits to ensure that the IT audit strategy and objectives are achieved and that information is obtained that is sufficient, reliable,            , and useful in order to achieve the audit objectives.
16. IT auditing involves the planning of specific audits to ensure that the IT audit strategy and objectives are achieved and that information is obtained that is sufficient, reliable, relevant, and in order to achieve the audit objectives.
17. Corporate governance may be defined as the relationship among various participants in determining the direction and performance of companies and includes:

(a) Shareholders.
(b) Management.
(c) Board of directors.
(d) Employees.
(e) All of the above.
18. Participants in corporate governance include: 

(a) Employees, board of directors, audit committee, shareholders.
(b) Shareholders, employees, management, audit committee.
(c) Shareholders, management, board of directors, audit committee, employees.
(d) Management, board of directors, audit committee.
19. The line of reporting of IS audit is indicated in:
(a) The audit committee charter.
(b) The internal audit charter.
(c) The IS audit charter.
(d) The IS audit letter of appointment.
20. For controls to be effective, they must be:
(a) Monitored continuously.
(b) Designed by IS auditors.
(c) Designed by internal auditors.
(d) Audited on a daily basis.
Chapter 3: IT Risk and Fundamental Auditing Concepts

1. The three types of risk are normally considered when using a risk-based audit approach are __________, __________ and __________ risk.
2. The likelihood of a significant loss occurring before taking into account any risk-reducing factors is known as ________ risk.
3. The likelihood that the control processes established to limit or manage inherent risk are ineffective is known as ____________ risk

4. Enterprise risks come in a variety of forms including _______, ________, and _____________.
5. COSO has defined the ERM Framework as encompassing ___________, ___________, and _________________.
6. During the risk assessment, IT auditors develop an understanding of the operation’s business in order to facilitate the ________ and ___________ of significant risks to and from the information systems.

7. Three common categories of risk are ____________, ________________, and _________________ risk.
8. Under the NIST SP 800 30 framework, _______ refers to the magnitude of harm that could be caused by a threat’s exercise of vulnerability.

9. Six risk-mitigation strategies include __________, _____________, _____________, ___________, _______________, and ________________.
10. ____________ specifies the measure of risk in terms of both qualitative and quantitative estimations, while _________________ involves the comparing and prioritization of risk level based on risk-evaluation criteria and risk-acceptance criteria.
11. Common risks to IT architectures and components include: _____________________, ____________________, ___________________, _____________________, ____________________, ___________________, and _____________________.
12. In using Cascarino’s Cube, the intention is to determine whether the accumulation of controls intended to mitigate a particular risk to a particular component, would be adequate to:______________________________________________.
13. If the controls identified and located in the Cube function as intended, management may gain the assurance that risk is being controlled to the desired level in an ___________ and __________ manner.
14. In gathering audit evidence, the auditor must ensure that it is _____________, _______________, _______________, and _____________.
15. Evidence derived from computations, comparisons to standards, past operations, and similar operations is known as ____________________ evidence.
16. Which of the following is NOT true regarding upgrading software packages:
(a) Software upgrades to packages should be implemented via change control.
(b) All new releases of software packages should be acquired and implemented immediately.

(c) Software upgrades should be justified on the business needs.
(d) Software upgrades should be integrated into the overall business plans of the organization since they are designed to help the organization achieve its objectives.

17. Which of the following would NOT be considered an environmental control:
(a) Installation of a no-break power system.

(b) Logging of authorized and unauthorized attempts to access the computer area.

(c) Installation of a fire detection and extinguishing system.

(d) Validation of passwords and transaction codes by the access control software.

18. An electronics firm has decided to acquire a new application system by purchasing a package. Which of the following would NOT be included in the evaluation of alternative systems? 

(a) Whether the system will run in a client-server environment. 

(b) Type of database and file structures used.

(c) Compatibility with existing systems.

(d) Number of sites where successful implementation has occurred.

19. Acceptable business reasons to undertake a business change process would include all of the reasons below EXCEPT:

(a) Elimination of competitive disadvantage

(b) Creating a business breakthrough.

(c) Compatibility with existing systems.

(d) Corporate survival.

20. Critical success factors in controlling business process change project would include all of the following except:

(a) Ensuring the re-engineering is appropriate.

(b) Understanding the business processes.

(c) Appointing the right leader.

(d) Speed of change.

21. A common reason for the failure of business process change projects would be:

(a) Over-optimistic timescales.

(b) The transformation is not owned by the implementers at the user end.

(c) Inadequately trained staff.

(d) Radical changes to the business itself.

22. Critical success factors in implementing and maintaining acquired software would include:

(a) There is a quality education and training program.

(b) Policies and procedures relating to compliance with external requirements have been documented and communicated.

(c) Job rotation for career development is implemented.

(d) A feedback mechanism is implemented for optimizing and continuously improving the process.

23. Key indicators that a business process change project has been successful would include all of the following EXCEPT:

(a) Number of findings during the quality assurance review of installation and accreditation functions.

(b) Degree of stakeholder satisfaction with the new process.

(c) Degree of seamlessness of integration into existing business processes.
(d) Degree of achievement of cost reduction and operational effectiveness objectives.

24. Which of the following is not one of the three types of access controls?
(a) Administrative.
(b) Personnel.
(c) Technical.
(d) Physical.
25. Which of the following is the strongest form of authentication?
(a) Something you know.
(b) Something you are.
(c) Passwords.
(d) Tokens.
26. In which one of the following documents is the assignment of individual roles and responsibilities MOST appropriately defined? 

(a) Security policy.
(b) Enforcement guidelines.
(c) Acceptable use policy.
(d) Program manual.
27. Which of the following is not part of physical access control?
(a) CCTV.
(b) Man-traps.
(c) Data classification and labeling.
(d) Biometrics.
28. Factors that should be considered when evaluating audit risk in an IS functional area include:

1. 
Volume of transactions.

2. 
Degree of system integration.

3. 
Years since last audit.

4. 
Significant management turnover.

5. 
Value of "assets at risk."

6. 
Average value per transaction.

7. 
Results of last audit.

Factors that best define materiality of audit risk are:

(a) 1 through 7.
(b) 2, 4, and 7.
(c) 1, 5, and 6.
(d) 3, 4, and 6.
29. Which of the following audit steps would an IS auditor normally perform FIRST when conducting a review of hardware acquisition procedures?

(a) Testing compliance to management directives.

(b) Determine the adequacy of the hardware for the intended task.

(c) Determining the management directives that pertain to hardware acquisition.

(d) Observing the purchasing procedure for proper segregation of duties.

Chapter 4: Standards and Guidelines for IT Auditing

1. Standards for the professional practice of internal auditing include _____________ standards, _____________ standards, and ____________ standards.
2. IT management processes, as defined in the COBIT Framework include _____________objectives, _____________ practices, _____________ guidelines, and _____________guidelines.
3. COSO defined five components that would assist management in achieving internal control objectives.  These include: Sound _____________ Environment, Sound _____________Assessment, Sound _____________ and _____________ Systems, Sound _____________ Control Activities, and Process Effective _____________.
4. ______________ and  ___________ are the statement of corporate intent.
5. _____________ are high-level and detailed generic statements of minimum good control.
6. _____________ are practical rationales and how-to-implement guidance for the control objectives.
7. _____________ provide guidance for each control area on how to obtain an understanding, evaluate each control, assess compliance, and substantiate the risk of controls not being met.
8. _____________ provide guidance on how to assess and improve IT process performance, using maturity models, metrics, and critical success factors.
9. Internal control was defined by the Committee of Sponsoring Organizations (COSO) as a broadly defined process, effected by _____________.
10. For a sound control environment to be effective, proper assignment of authority and responsibility coupled with the proper _____________ of available resources is required.
11. Authorization, reviews of operating performance, security of assets, and segregation of duties are examples of sound _____________ activities.
12. To ensure the effectivity of the control process, the entire control system must be _____________ to assess the quality of the system’s performance over time.
13. Within each of the ISO17799 areas, key controls are identified to be considered _____________ and additional controls considered _____________ dependent on the level of risk sustainable by the organization.
14. Within the NIST handbook, security and planning in the computer-system life cycle are seen as _____________ controls.
15. Which of the following embodies all the detailed actions that personnel are required to follow?

(a) Standards.
(b) Guidelines.
(c) Procedures.
(d) Baselines.
16. IIA Code of Ethics states that Internal Auditors:

(a) Cannot accept any gifts.
(b) Cannot accept anything which may impair their professional judgment.
(c) Can accept a loan from a client since it is not a gift.
(d) Can accept small gifts as long as they are disclosed.
17. Requiring that an auditor serve in the interest of their employers, stockholders, clients, and the general public in a diligent, loyal, and honest manner, and shall not knowingly be a party to any illegal or improper activities would be part of:

(a) Standards.
(b) Statement of Responsibilities.
(c) Audit Charter.
(d) Code of Ethics.
18. A person in authority shall discharge his or her duties: in good faith; with the care an ordinarily prudent person in a like position would exercise under similar circumstances; and in a manner he or she reasonably believes is in the best interest of the enterprise. This responsibility is termed:

(a) Duty of loyalty.
(b) Duty of care.
(c) Duty of fairness.
(d) Fiduciary duty.
19. According to the Standards, internal auditors review information systems to:

(a) Become familiar with the activities and controls to be audited, to identify areas for audit emphasis, and to invite auditee comments.

(b) Ensure that application systems meet management's defined, authorized requirements and determine if they are likely to continue to do so.

(c) Determine that financial and operating records and reports contain accurate, reliable, timely, complete, and useful information.

(d) Ensure that systems under development incorporate adequate controls and that the implementation of the controls will be effective.
20. The Standards require an auditor to have the knowledge, skills, and disciplines essential to perform an internal audit. Which of the following correctly describes the level of knowledge or skill required by the Standards? Auditors must have:

(a) Proficiency in applying knowledge of auditing standards and procedures to specific situations without extensive recourse to technical research and assistance.
(b) Proficiency in applying knowledge of accounting and computerized information systems to specific or potential problems.
(c) An understanding of broad techniques used in supporting and developing audit findings and the ability to research the proper audit procedures to be used in any audit situation.
(d) A broad appreciation for accounting principles and techniques when auditing the financial records and reports of the organization.
Chapter 5: Internal Control Concepts

1. _____________ controls are intended to ensure that an organization is working toward its stated objectives.
2. Internal control is intended to ensure that programs to ensure management objectives are properly _____________ and _____________.
3. The establishing of objectives and goals as well as choosing the preferred methods of utilizing resources is seen to be a part of _____________.
4. Authorizing, instructing, and monitoring performance as well as periodically comparing actual to planned performance are parts of the _____________ process.
5. _____________ objectives are the drivers dictating the normal day-to-day activities and may, in themselves, conflict.
6. As part of the Internal Control processes, the organization’s internal policies, plans, and procedures are designed to ensure _____________, _____________, and _____________ operation.
7. In an IT-dependent organization, asset controls may also include non-tangibles such as dual custody, _____________, and computer authentication techniques.
8. _____________ is classed as a measurement of the optimization of utilization of “scarce resources”.
9. Restrictions on users, requirements for passwords, and separate authorization of transactions are examples of _____________ controls.
10. Use of audit trails and the use of exception reports are examples of _____________ controls.
11. Disaster Recovery Plans are examples of _____________ controls.
12. The _____________ defines individual managers’ responsibilities, sets limits of authority, and allows the ensuring of appropriate segregation of duties.
13. A common mistake in control structures is the granting of _____________ authority within control boundaries.
14. Adequate _____________ of the appropriate type is fundamental to the implementation of sound internal control.
15. Corporate IT governance is the responsibility of:

(a) The board and management.
(b) The IS manager.
(c) The IS auditor.
(d) The audit committee.
16. Organizations develop change control procedures to ensure that:
(a) Changes are controlled by the Change Controller.
(b) All changes are requested, scheduled, and completed on time.
(c) All changes are authorized, tested, and recorded.
(d) Management is advised of changes made to system.

17. Control problems during business process change would typically include:

(a) Poor control over file conversions.

(b) Changing effectiveness of existing control structures.

(c) Employee uncertainty and lack of cooperation.

(d) Changing control objectives.

18. Which one of the following statements describes management controls?

(a) They prevent users from accessing any control function.
(b) They eliminate the need for most auditing functions.
(c) They are generally inexpensive to implement.
(d) They may be administrative, procedural, or technical.
19. A common security issue that is extremely hard to control in large environments occurs when a user has more computer rights, permissions, and privileges than required for the tasks the user needs to fulfill. This is an example of:

(a) Excessive Rights.
(b) Excessive Access.
(c) Excessive Privileges.
(d) Excessive Permissions.
20. According to Sarbanes-Oxley management's report on internal control over financial reporting is required to include: 

(a) A statement of the IT manager’s responsibility for establishing and maintaining adequate internal control over financial reporting for the company.
(b) A statement identifying the framework used by management to conduct a required assessment of the effectiveness of the company’s internal control over financial reporting strategic process.
(c) The use of COBIT as a control framework for evaluating internal controls.
(d) The use of professional IT auditors.
Chapter 6: Risk Management of the IT Process

1. The audit report is typically addressed to the first level of management _____________ and _____________ to take effective action.
2. Identifying control objectives is done via the _____________.

3. Poor supervision and poor personnel procedures can lead to inadequate _____________.

4. The likelihood of a significant loss occurring before taking into account your risk-reducing factors is known as _____________ risk.
5. Risk analysis involves the estimating of the _____________ of a given risk and assessing the likelihood or _____________ of the risk occurring.
6. Risks are normally initially evaluated _____________ the mitigating effects of controls are considered.
7. Cost-benefit analysis usually results in some portion of the risk being _____________ and some portion _____________.

8. Results from a threat from an undesirable event that has the potential to become a risk are known as _____________.

9. The most common source of threats to IT systems come from _____________.

10. Those activities that must be carried out within the time span of the audit plan and include legal or regulatory requirements are referred to as _____________ audit activities.
11. User abuse, time bombs, data peeking, and Trojan horses are examples of _____________ threats.
12. Weak or unknown internal controls indicate a _____________ risk.
13. Risk is commonly expressed as a function of the:

(a) Systems vulnerabilities and the cost to mitigate.
(b) Likelihood that the harm will occur and its potential impact.
(c) Types of countermeasures needed and the system's vulnerabilities.
(d) Computer system-related assets and their costs.
14. The primary reason for an IS risk-based audit approach is:

(a) To control costs within the IS function.
(b) To show management the areas in which the controls are deficient.
(c) To show the audit committee that IS audit is being carried out in an appropriate manner.
(d) To permit the efficient allocation of limited IS audit resources.
15. Need-to-know is defined as:
(a) Access to, or possession of information based on need to perform security duties.
(b) Possession of information based on need to perform assigned duties.
(c) Access to, or possession of information based on need to perform assigned job duties.
(d) Knowledge of information or activities based on need to perform job functions.
16. The starting point for risk-based audit approach is:

(a) Determination of the overall business objectives of the organization.
(b) Determination of the individual detailed control objectives.
(c) Identification of the internal controls relied on by management.
(d) Identification of best practice in selecting internal controls.
17. Discretionary audit activities are those activities which:

(a) Must be carried out within the timespan of the audit plan.
(b) Are based on management's requests.
(c) Are decided on using only the most important risk factors.
(d) Are decided on using all risk factors.
18. Which one of the following is a core infrastructure and service element of Business Continuity Planning (BCP)?

(a) The risk management process.
(b) Internal and external support functions.
(c) The change management process.
(d) Backup and restoration functions.
19. Deliverables from a risk assessment process are threats identified, controls selected, action plan complete, and:
(a) Risk level established.
(b) Technical issues quantified.
(c) Vulnerability assessment completed.
(d) Risk mitigation established.
20. Which of the following statements is true about risks? 

(a) When evaluating risks their impact should be considered, however probability of occurrence is not important.
(b) Risks if they happen always have negative impact and not positive.
(c) The risks may be documented in detail in a Risk Register.
(d) The Risk Register is another name for Risk Management Plan.
Chapter 7: Audit Planning Process

1. In order for an audit to be effective it must, by definition, _____________.

2. Part of the planning process involves identifying the _____________ to be performed in the course of an audit.
3. Obtaining a clear understanding of the business objectives of the area under review is a key element of the _____________ stage of planning an audit.
4. Once the auditor has identified the _____________ as to the achievement of the control objectives, the appropriate audit technique and audit tools may be selected.
5. Once the _____________ of the area under review are clearly and fully understood, the auditor may then proceed to identify those controls relied upon.
6. As part of planning, the auditor must determine the _____________ for the operation under review.
7. Threats which management cannot directly control, but for which they must nevertheless develop a coping strategy are known as _____________ threats.
8. It is only once the team has been selected that the full time extent of the audit can be determined, because that time taken will be dependent on the _____________ and _____________ of the individual team members.
9. The audit team leader will normally draft an _____________ outlining the information pertaining to the forthcoming audit.
10. The preliminary audit program is a _____________ of _____________ to be carried out during the course of the audit.
11. The critical element of an audit program is the determination of _____________ will be examined, and _____________.
12. The planning for the audit report begins at the _____________ stage of the audit process.
13. It is the responsibility of the in-charge auditor to _____________ and _____________ the audit program prior to the commencement of actual work by the audit team.
14. The objectives of the preliminary survey are to gain an _____________ of the auditee’s operations and to gather _____________ for further audit planning.
15. Preparation of detailed descriptions of the auditee’s internal controls related to the areas under review is conducted as part of the internal control ___________ and _____________.
16. A certain amount of expanded audit testing will be required in order to determine whether the internal control structure is _____________.
17. As part of audit findings, _____________ are those standards against which observed conditions will be measured.
18. As part of audit findings, _____________ refer to what was actually observed during the course of audit testing.
19. As part of audit findings, _____________ refers to the impact on the business associated with any observed problem.
20. As part of audit findings, _____________ of the problem addresses failures of internal control or weaknesses within the internal control structures.
21. Where controls are deemed to be both adequate for a given level of a risk and effective in controlling that risk and the current control system is seen to be cost effective, the auditor may recommend that _____________ be made in the control system.
22. The reporting phase of the audit includes _____________ and _____________ the final results.
23. The final stage of the audit relates to the evaluation made by the auditors of _____________.
24. _____________ audits tend to involve the verification of figures produced by the computer systems.
25. _____________ audits focus on the effectiveness and efficiency of business operations.
26. _____________ audits focus on the management controls around the information processing function and facility.
27. _____________ audits can take the form of reviews of live application systems within the user arena.
28. _____________ audits, however, will typically involve interrogation of computer systems control files in order to match access rights granted against job requirements.
Chapter 8: Audit Management

1. Skill levels required of the manager of an IT audit department would include specialized skills in both _____________ and _____________ auditing as well as the managerial skills appropriate to handle a mix of technical specialists.
2. Many computer audit departments are staffed by auditors from a variety of different _____________, and _____________ backgrounds.
3. IT audit is frequently viewed as a _____________ function to the rest of the internal audit function.
4. A _____________ structure has the advantages of independence from local management and the maintenance of close ties with corporate management.
5. _____________ IT audit with each division with its own IT auditors permits close ties at local level with an enhanced perception of benefits.
6. A _____________ structure uses generalist groups in the field with technical support at the head office.
7. In designing audit procedures, the auditor is testing to obtain _____________.
8. _____________ controls are those controls which address a variety of control objectives.
9. An auditor holding an expanded auditor skill set may be referred to as an _____________ auditor.
10. Organizations focusing on assembling a team including IT-trained auditors as well as financial and operational auditors are focusing on the provision of _____________ auditing.
11. A disadvantage of using cross functional teams is that it is it is not always a viable alternative for organizations with _____________ audit staffs.
12. Structures that seek to make IT distinct and special have been defined as _____________ and _____________.
13. In team-based auditing success may be seen to be largely dependent on _____________ objectives and _____________ participation.
14. The audit of advanced systems involves a risk _____________ factor.
15. Where the maintenance of special skills in-house is not deemed to be _____________ or _____________, the organization may elect to outsource the role of the technical specialist.
16. A charter is being drafted for a newly formed IT audit activity. Which of the following would be the most appropriate organizational status to be incorporated into the charter? 

(a) The chief IT audit executive should report to the chief executive officer but have access to the audit committee.
(b) The chief IT audit executive should be a member of the audit committee of the board of directors.
(c) The chief IT audit executive should report to the chief financial officer.
(d) The chief IT audit executive should report to an the Chief Information Officer.
17. One of the biggest barriers to achieving effective auditing in an IT environment is:
(a) Lack of appropriate IT audit skills.
(b) The assumption that IT audit is a separate, unique, and special audit discipline.
(c) Lack of availability of CAATs.
(d) Overemphasis on accounting and general business auditing.
18. The IT audit executive should develop and maintain a quality assurance and improvement program that covers all aspects of the IT audit activity and continuously monitors its effectiveness with all of the following included except: 

(a) Periodic internal assessment.
(b) Annual appraisals of individual internal auditors' performance.
(c) Supervision.
(d) Periodic external assessments.
19. The IT audit charter should include:
(a) Mission and scope of work.
(b) Independence.
(c) Accountability.
(d) All of the above.
20. An advantage of a centralized IS audit function is:
(a) Close ties at local level.
(b) Use of a non-standardized audit approach.
(c) Independence from local management.
(d) The auditor may be seen as an outsider.
Chapter 9: Audit Evidence Process
1. The audit program is a systematic plan for                               of audit work providing a basis for assigning work to the team members
2. The final audit program should be prepared immediately after the                                     .

3. Preparation of the audit program should focus on what is                     to the corporation

4. The process of testing a portion of a group of items to evaluate and draw conclusions about the population as a whole is known as                       sampling
5. Where the auditor makes a judgment call as to the number of items to be selected and which items, it is known as                        sampling or                         sampling
6. When the auditor knows the sample is not intended to be representative of the whole population, a valid sampling technique is                        sampling

7. In statistical sampling, the more representative the sample is, the more                       the extrapolation will be

8. The risk that, in a sample, material irregularities or errors will not be detected either by internal control or by the use of the appropriate auditing procedures is known as                 risk

9. The uncertainty that exists when applying the audit procedures to a sample is commonly referred to as             risk

10. In statistical sampling, where a sample item is selected which is not representative of the population as a whole it is known as the risk of                            .
11. In                        sampling, the risk of sampling error is dependent on the experience, skill, and judgment of the individual auditor but that the auditor’s evaluation cannot be independently and quantifiably substantiated
12. In statistical sampling, the use of the auditor applying incorrect audit procedures for a given objective is an example of                                  error

13. The risk of over-reliance on controls is known as a        risk

14. The risk that the sample leads the auditor to believe that the amount or quantity is materially misstated when in fact it is not is known as a               risk

15. In statistical sampling, the sampling technique chosen will be dependent on the                         of the               auditor wishes to express
16. The             average value of a data set may be calculated as the sum of all values, divided by the number of data points
17. The                represents the middle value in a population range
18. The           represents the most frequently occurring value in a population.
19. In determining the variability of a population, the                                   measures dispersion around the mean

20. In a normal (unskewed) population,          percent of the population will lie within 1 standard deviation from the mean

21. The                   of a distribution refers to its lack of symmetry

22. A distribution with the majority of the population distributed to the right of the mean is said to be                 skewed

23. A distribution with the majority of the population distributed to the left of the mean is said to be                   skewed

24. The                                     represents the likelihood that the results obtained from the sample lie within the associated precision

25. Statistically, the larger the population size, the                 is the likelihood that the sample will be representative

26.                                  is used to evaluate the behavior of a variable such as turnover of a period of time

27.                                    are non-parametric tests capable of analyzing relationships between qualitative data

28. In quantitative methods, the measurement of the extent of association of one variable with another is known as                                        .
29.                    analysis can be useful to the internal auditor in identifying interrelationships in data, anomalies, and simple data errors
30. Learning curves are evaluated by computing the time required per unit of production each time that the cumulative output is                 .
31. A more advanced form of ratio analysis attempts to quantify the interrelationship in order to facilitate predictions in a                   analysis. 
32.                                               is an operations research tool used for the allocation of scarce resources

33. The                                                                                is used to diagrammatically identify dependent and independent activities
34. In both CPM and PERT, the critical path is the                         route to reach the end point while ensuring that all tasks are complete

35. A computerized technique used to simulate uncertainty via random behavior based on the probabilities entered and then estimates specified models several times to determine average performance is known as the                                  method

36. In game theory, a                      game denotes a situation where a profit simply transfers from a loser to a winner

37. Queuing theory facilitates the use of mathematical models to minimize the total cost for a given rate of arrivals; the minimized cost includes both                   costs  and                  costs
38. Information retrieval and analysis programs and procedures including programs that organize, combine, extract, and analyze information are known generally as           .

39. Software designed specifically for auditors in order to provide a user-friendly audit tool to carry out a variety of standard tasks required by the auditor is known as                                                .

40. It is specifically designed for the handling of                volumes of data

41. Software which has been specifically designed to run in unique circumstances and to perform unique audit tests is known as                      or                       Audit Software

42.                      are programs written to perform common tasks such as copy, sort, print, merge, select, or edit

43. An audit technique in which of a copy of the live computer system is utilized and through which a series of transactions is passed with the intention of producing  predetermined results is the technique known as a                         technique

44. The technique of creation within the live system, of a dummy entity, and the processing of test data against the dummy entity together with the live data is known as an                                       .
45.                                           is a technique involving the creation of software to simulate some functional capability of the live system such as a calculation

46. The audit program provides for the collection of audit evidence of:

(a) Structures

(b) Documentation standards

(c) Systems documentation

(d) All of the above

Chapter 10 Audit Reporting Follow-up

1. Operational management uses audit reports to determine the               and                      of specific controls in achieving specific performance and control objectives

2. Interim reports are those reports prepared and issued while the audit is                  .

3. Before the final audit report is issued, a                                         is common

4. An audit reports should be Accurate,                ,                ,                  , Complete, Constructive, Timely

5. Written communications must                 questions raised and answer them within the report.

6. In order to achieve the desired results the audit report must be written with               in mind

7.               voice verbs assist in making sentences more readable because they are normally shorter, livelier, and more conversational

8.               voice verbs tend to be dull, unclear, and less emphatic

9. In writing audit reports, wherever possible                should be avoided

10. The probable areas to be included in the audit report should be clear in the auditor’s mind  by the end of the                                     .

11. Most audit reports include an executive summary covering the most important              and findings from an overall business point of view 

12. The                records what was found by the auditor (i.e., what the evidence showed)

13. The               indicates what should have happened in terms of control considerations

14. The             indicates whether the condition was caused by the absence of an internal control  or the failure of one and, if so, which

15. The              indicates the impact on the business of the cause of the condition

16. The detailed findings should include                 information for the reader to understand the nature of the finding

17. The auditor must bear in mind that an opinion on adequacy is an indication that the control structures do or do not achieve                  desired level of control

18. Auditee                  to findings and recommendations are normally included in the final report

19. The audit report is a reflection on the                     and                     of the whole IT Audit function

20. Ultimately the report will be signed off by the                  auditor

21. In general, the delivery method should take into account both the                         of the reported information as well as the                  of the recipient

22. The key focus of follow-ups is on                                                      , not necessarily on the implementation of specific audit recommendations

23. Auditors should limit follow-up tests to                                       .

Chapter 11 Management

1. The impact of emerging technologies must be taken into account and validated in order to identify anticipated                   from the technology infrastructure plan

2. The use of differing technology platforms within one organization can make                    a major problem, which can be most easily resolved by utilizing a                  business strategy with related architectures

3. As a temporary endeavor undertaken to accomplish a unique purpose, involving several people performing interrelated activities is normally known as a                  .

4. A project may be seen as a                ,                   set of activities to lead to a                                     .

5. In any project management activity the most critical component is an                                                .

6. Because projects develop over time as business requirements change and skill levels improve, resource budgeting is an                 process

7. Archibald defined the project life cycle as having identifiable start and end points and passing through six distinct phases, namely: Concept,                    , Design,                       , Application, Post-​completion

8. A cycle in which each activity “cascades” from the previous activity to lead ultimately to fully deployed information systems is known as a                        cycle

9. Boehm proposed an                          model for the development and enhancement of computer software

10. From a control and audit perspective, the                   form of systems development is considered the easier to audit because at each level there are standards to match against as well as there existing a separate audit stage

11. Within the Vee cycle,                     is when the user can write a detailed business specification that states all of the business, operational, and control requirements.

12. Within the Vee cycle,                     is the phase wherein board approval for design and expenditure is sought prior to the commitment of resources to the longest part of the process.

13. Within the Vee cycle,                     is the stage wherein the cycle is completed by ensuring the installed product matches the need identified during the discovery phase

14. “The totality of characteristics of a product or service that bear on its ability to satisfy stated or implied needs” is the ISO definition of:                  .

15. Within the IPF, segregation of duties must be maintained because             are handling live data files

16. Project control is primarily designed to: 

(a) Maximize the likelihood of successful outcomes 

(b) Eliminate delivery-risk 

(c) Minimize the risk of non-achievement of objectives 

(d) Control the consumption of resources 

17. Key indicators that system change project has been successful would include all of the following EXCEPT:

(a) Number of findings during the quality assurance review of installation and (b) accreditation functions

(b) Degree of stakeholder satisfaction with the new process

(c) Degree of seamlessness of integration into existing business processes

(d) Degree of achievement of cost reduction and operational effectiveness objectives

18. Critical success factors in implementing and maintaining acquired software would include:

(a) There is a quality education and training programme

(b) Policies and procedures relating to compliance with external requirements have been documented and communicated

(c) Job rotation for career development is implemented

(d) A feedback mechanism is implemented for optimizing and continuously improving the process

19. An electronics firm has decided to acquire a new application system by purchasing a package. Which of the following would NOT be included in the evaluation of alternative systems? 

(a) Whether the system will run in a client-server environment

(b) Type of database and file structures used

(c) Compatibility with existing systems

(d) Number of sites where successful implementation has occurred

20. Information processing facility operations include all except: 

(a) Mounting and dismounting data files

(b) Loading paper into printers

(c) Writing computer programs

(d) Scheduling runs

Chapter 12 Strategic Planning

1.                                  is an iterative process consisting of: the setting of objectives, the development of strategies/plans to achieve those objectives, and the development of performance measures to assess progress toward those objectives

2. The balanced scorecard approach builds upon the traditional performance focus on financial measures by emphasizing                                         , internal business processes, and innovation/learning

3. The balanced scorecard approach builds upon the traditional performance focus on financial measures by emphasizing client satisfaction,                                                  , and innovation/learning
4. Financial measures deal with the measurement of the level of                                       provided by programs and services

5. Performance indicators in the area of innovation and learning would typically include the improvements in                                facilitated by innovation in the use of information systems

6. Performance measurement must be carried out from the                         .

7. To be accepted, implemented performance measurement criteria must be seen as                      in the development and objective of the application

8. The starting point for performance measurement is the long-​term                                    of the area to be improved

9. The use of a balanced scorecard helps to create a                           Organization

10. Many of the benefits of information systems are                   in nature making it difficult to measure their relative contribution

11. Where an organization determines that it does not have sufficient competence to tackle the work itself,                 may be considered

12. Outsourcing contracts for information services will typically involve a             duration than normal commercial contracts

13. A style of computing where massively scalable IT-enabled capabilities are delivered ‘as a service’ to external customers using Internet technologies is known as:                                 .

14. Management intuition is based on              , past experiences, and feelings

15. Management must make decisions under conditions of                     on a daily basis

16. Strategies, overall, are the means by which long-​term                      are intended to be achieved

17. Strategic management is an attempt to utilize                                     to forecast the outcomes of events and the degree to which they can be influenced by management actions

18. Companies must accurately measure their projects’                  value in order to optimize combinations of projects given risks, costs, and other dependencies

19. A major challenge of leveraging IT is the temptation to                 the organization’s resources

20. Outgrowing capacity and  Value added versus revenue may be Indications for re-​engineering with                     as a motivation

21. Loss of  market share and Performance lag may be Indications for business process re-​engineering with                                                                             as a motivation

22. Possession of a Stable Market Share in a Stable Industry may be indicators for business process reengineering with                                                                 as a motivation 

23. Operating within a declining market where new industry opportunities exist maybe indications for business process reengineering with                                       as a motivation

24. Order processing, Inventory and Purchasing examples of                                systems

25. Manufacturing and Personnel systems are examples of                               systems

26. Financial analysis and Project  systems are examples of                               systems

27. The five fundamentals of Information Resource Management include information management, technology management,                                functional management and strategic management

28. Strategic planning is a broad-brush approach involving a statement of                                 .

29. Business planning processes must be both                        and                     .

30. Many IT functions understand their objective to be the delivery of                 ,             systems at the                                cost

31. Decision Support Systems, commonly combined with data warehousing, use                in order to assist management in the making of fundamental business decisions
32. One of the most fundamental impact of IT on enterprises doing business has been the impact on the              position of transactions

33. In evaluating the planning aspects, audit would typically look at all except:

(a) Management’s forecasting of needs and requirements

(b) Management’s delivery of goals

(c) Management’s devising of strategies

(d) Management’s development of policies

Chapter 13 Management Issues

1. Fraud typically involves a                               or omission made deliberately to induce an individual or organization to rely upon it to their prejudice 

2. “Any formula, pattern, device, or compilation of information used in a business to obtain an advantage over competitors who do not know or use it” is a definition of a                             .

3. The policy framework determined by the political power of the state that determines the basis for economic exchanges both nationally and internationally between governments is known as the                or                         economic dimension

4. Ethics have been defined as involving questions requiring                                  .

5. Ethics have been defined as involving guides of                  and                .

6.                                     rights reflect the ownership and use of information including who has the right to buy or acquire the information 

7. Corporate codes of conduct are                controls

8. Codes of conduct which have been observed to be most effective generally contain a combination of                            generalizations and                   prohibitions

9. The purpose of good governance is to match                                    and management conduct with the organizational intentions, mission, and objectives.

10. In well-managed companies IT governance was implemented in order to ensure the overall achievement of good                                          within the organization

11. From a governance perspective, the ultimate responsibility lies with the                               of an organisation

12. Sarbanes-Oxley Act primarily focuses on what is required for acceptable                                .

13. Section             of the Sarbanes-Oxley Act requires that the management of public companies specified within the Act assess the effectiveness of the internal control over financial reporting and report annually on the result of that assessment

14. PCI DSS in the USA is a set of standards to encourage                    data security and facilitate the adoption of consistent data security measures on a global basis

15. The Chief IT Auditor has received the following from the president of the organization:  “You are directed to discontinue any further investigation in this audit until informed by me to proceed”. The Chief IT Auditor should:

(a) Immediately report the communication to The Institute of Internal Auditors and ask for an ethical interpretation and guidance

(b) Continue to investigate the area until all the facts are determined and document all the relevant facts in the engagement records

(c) Immediately notify the external auditors of the problem to avoid aiding and abetting a potential crime by the organization 

(d) Inform the president that this scope limitation will need to be reported to the board

16. Fraud typically involves: 

(a) Actual prejudice 

(b) Use of the Internet 

(c) Intentional misrepresentation 

(d) Loss of confidentiality 

17. The main difference between governance and management is that management is involved with everything except: 

(a) Achieving the current and future needs of the organization in a controlled manner 

(b) Ensuring the ongoing supply of quality services and products 

(c) Controlling costs 

(d) Ensuring continuous feedback mechanisms for the measurement of performance 

18. PCI DSS standards include:

(a) Changing vendor supplied defaults for system passwords 

(b) Detecting stored cardholder data 

(c) Use of regularly updated antivirus software 

(d) All of the above

19. Electronic eavesdropping involves: 

(a) Obtaining information from wastebaskets 

(b) Use of the Internet 

(c) Interception of a communication 

(d) Use of a computer

20. Legislation requires annual affirmation of management’s responsibility for internal controls over financial reporting. Management must attest to effectiveness based on an evaluation and the auditor must attest and report on management’s evaluation. This legislation is known as:

(a) Foreign Corrupt Practices Act

(b) Model Business Corporation Act

(c) Sarbanes–Oxley

(d) Gramm–Leach–Bliley Act

Chapter 14 Support Tools and Frameworks

1. COBIT encompasses the full range of IT activities and focuses on the ongoing achievement of                             rather than the implementation of specific controls

2. IT auditors can utilize COBIT to evaluate the                 of controls

3. COBIT utilizes a framework of                  and                     in order to create a logical structure of IT activities

4. COBIT defines  Determining  Technological Direction as part of the            and          domain

5. COBIT defines  Assessing and Managing IT Risks as part of the             and               domain

6. COBIT defines  Manage Changes as part of the                and                  domain

7. COBIT defines  Ensure Systems Security as part of the                     and                 domain

8. COBIT defines  Provide IT Governance as part of the                   and                  domain

9. The most critical parts of COBIT in terms of achieving corporate governance may be seen to be the                                           .
10. One of the major goals of COSO was to establish a common definition of                           in order to serve a variety of different parties

11. ISO 27001™ standard is the specification for an Information Security Management System and is intended as a                     standard, compliance with which can benefit an organization by providing proof of IT security management

12. As part of ISO 27001™, the justification for each control selection decision must be recorded in a                                        __________.

13. ITIL attempts to assist organizations to develop a framework for IT Service Management by providing a cohesive set of                       .

14. CoCo, sponsored by the Canadian Institute of Chartered Accountants, is intended to translate COSO into                 ,                     activities

15. CoCo uses controls of the five basic types, namely: directive, preventative, detective, corrective, and                  controls

16. The CobiT toolset also include provisions for all of the following except:

(a) Maturity models for assessing your organizations’ control over processes in comparison with industry and international standards

(b) Critical success factors defining the most important implementation guidelines

(c) Specification of Data Encryption standards

(d) Key performance indicators that define measures that communicate to management whether the IT processes have met their business requirements

17. Factors to consider when assessing independence on an ongoing basis throughout an audit engagement include all of the following except:

(a) Previous work done in this area

(b) The financial interests of the auditor

(c) Opportunities for personal advantage or financial gain

(d) Prior work assignments and responsibilities

18. COSO defined the objectives that all businesses strive for to include:

(a) Economy and efficiency of operations, including achievement of performance goals and safeguarding of assets against loss

(b) Reliable financial and operational data and reports

(c) Compliance with laws and regulations

(d) All of the above

19. ISO 27002 includes among its component areas all of the following except:

(a) Organization of Information Security

(b) Management authority levels

(c) Human Resources Security

(d) Physical Security

20. Among the five components defined by COSO were all except:

(a) A sound control environment

(b) A sound risk-assessment process

(c) Effective management procedures

(d) Sound information and communications systems

(e) Effective monitoring

Chapter 15 Governance Techniques

1. Change control’s objective is to ensure risk is controlled, not                , during a change

2. Within a mainframe environment it is common to separate the              and                 versions of programs

3. Access to production libraries is usually restricted to the                               only

4. For systems requiring urgent repair, such changes are not known in advance and are commonly executed and permission sought                      .

5. In auditing change-control, the auditor will typically seek to ensure that                               is kept up to date with all maintenance tasks and changes comprehensively recorded

6.                      auditors require standards against which current operations may be compared and evaluated

7. Performance measurement is a philosophy in which                  is used to make ongoing adjustments to the course of the organization toward its vision

8. Improving performance measurement involves the development of integrated performance-measurement systems that are built around a                 theme such as business strategy or value creation

9. The difficulties in designing an effective integrated performance-management system lie in reducing the required number of                 to a significant few

10. In many measurement systems, distortions may enter  through         and                allocations

11. Reviewing a company’s methodology implementation, including the philosophy, guidelines, policies, responsibilities, time-line, and deliverables is a critical part of an                 review

12. In a change control environment, the assurance of proper changes to source programs in production status is increased by all of the following except:

(a) Programmer access

(b) Authorization of the change

(c) Testing of the change

(d) Documentation of the change

13. Because of their portable nature, tablet computers: 

(a) Do not require change control 

(b) Require the same change control procedures as mainframes 

(c) May require different change control procedures 

(d) Require only problem management procedures

14. A performance management measures which aspects of the organization?

(a) How well the business needs are matched with the deliverables

(b) What processes are in place to track and communicate the performance

(c) How effective the mechanisms are to correct or escalate situations that are out of the acceptable boundaries of performance

(d) All of the above

15. Operational auditing involves assessing the quality of controls leading to: 

(a) Effectiveness 

(b) Efficiency 

(c) Economy 

(d) All of the above

16. The final step in the change control process is:

(a) Validated and approved

(b) Report change to management

(c) Test and implement

(d) Review and approve

17. In order to determine the overall management governance in place, the auditor may examine:

(a) Management’s measurement of the workload

(b) Capacity measuring and measurement against standards

(c) Customer satisfaction

(d) Management’s attainment of  agreed service levels

(e) All of the above

18. Program change controls are intended to ensure that all changes are:

(a) Audited to verify intent

(b) Implemented into production systems

(c) Within established performance criteria 

(d) Tested to ensure correctness

19. Performance measurement systems are designed to:

(a) Prove compliance with COBIT 

(b) Provide a balanced, methodical method of assessing the effectiveness of an organization’s operations 

(c) Provide feedback on costs 

(d) Ensure best practice is implemented

20. A prerequisite for an effective operational audit is the existence of: 

(a) Measurable standards 

(b) Strong internal controls 

(c) Implementation of COSO 

(d) All of the above

Chapter 16 Information Systems Planning

1. In planning information systems,                 must rely on the accuracy, completeness, and integrity of information processed through the computer systems

2. In planning information systems,                 require assurance that products and services provided will be of exceptional quality, timescales will be as promised, and that building and account information will be accurately rendered

3. In planning information systems,                 seek assurances that the enterprise will continue to exist and function and for that the availability and integrity of information systems must be assured

4. In planning information systems,                                    require assurance that the IT services will deliver the functionality required in order to ensure that they are able to achieve their operational objectives

5. In developing Computer Systems,                                   are management specialists who control computer projects from planning, through assignment of tasks, through execution and monitoring, to final completion

6. In developing Computer Systems,                              are business specialists who analyze information flow within the business environment in order to ensure that systems are designed based upon the business needs of the user

7. In developing Computer Systems,                              are technical specialists who take the business requirements and interpret them into detailed designs with sufficient information to ensure that programmers can encode the system as envisaged by the analysts

8. In developing Computer Systems,                              are responsible for both the development of new computer programs as well as the maintenance of existing application systems

9. In network management, a                   is a major relay station that receives, switches, relays, and transmits traffic converting from one protocol to another where necessary and operating at any OSI layer above OSI layer 3, the network layer

10. In network management, a                   is a device installed at the point where networks connect into the site, which applies rules to control the type of network traffic flowing in and out

11. In network management, a                   is an internetworking switch operating at the OSI level 3, the network layer

12. In network management, a                   is a hardware device allowing transmission devices and receiving devices to be connected

13. The person responsible for controlling the physical and logical data definition is the _____.

14. An                                        shows the individual job functionalities and where these are incompatible depending upon the nature of the organization and its IT function
15. A common mistake in recruitment is the bypassing of the use of acquisition controls in the cases of                         or                   staff
16. If an employee is employed to execute critical or sensitive functions                                     or employee bonding may be used to reduce the impact of losses caused by errors or intent   
17. An understanding of the                                           undertaken by the organization is critical to successful achievement of IT and corporate strategic objectives 

18.                                                                     is a technique that involves the study of a specific domain of interacting objects for the purpose of understanding and documenting their essential characteristics

19. An                model is structured with the intention that reality is represented in the way systems are perceived instead of being constrained by some particular programming language or methodology
20.                                                          is the term used to describe a broad range of business activities supported by modularized application software, which is intended to help an organization manage the important areas of its business

21. Cloud computing has been defined by NIST as having five components, namely: On-demand self-service, Broad network access, Resource pooling,                                  , Measured service

22. Cloud computing has been defined by NIST as having among its five components: On-demand self-service, Broad network access,                                     , Rapid elasticity, Measured service

23. Public/Consumer, Private, Hybrid , and Community are examples of                                    in cloud computing

24. Making                                                   as well as confidentiality and security responsibility of a third party are among the disadvantages of cloud computing

Chapter 17 Information Management and Usage

1. In order to achieve successful implementation of advanced integrated systems, users at all levels within the organization who are to be affected by the new system will need to have their                built as to the performance levels and benefits to be expected

2. In many cases, the anticipated benefits of advanced systems are expressed in general terms with significant difficulties encountered in measuring their                   .
3. The five activities identified by Porter as existing within a typical value chain include: Inbound logistics,                     , Outbound logistics, Marketing and sales, and  Service

4. The five activities identified by Porter as existing within a typical value chain include: Inbound logistics, Operations,                  , Marketing and sales, and  Service

5. The five activities identified by Porter as existing within a typical value chain include: Inbound logistics, Operations, Outbound logistics, Marketing and sales, and                    .

6. New systems are providing real-time assistance in solving complex managerial problems not handled by the traditional MIS. Such systems are known as                                            .

7. In order for advanced, integrated systems implemented to achieve the dramatic improvements in the achievement of organizational objectives,                              becomes critical to ensure that users’ expectations are met consistently

8. ISO 20000 comprised two parts. The theoretical base intended to facilitate the effective delivery of managed services to meet the requirements of both the organization and specific customers is known as Part       .

9. ISO 20000 comprised two parts. The best practices for service management stands as a “code of practice” for the implementation of effective service management and is known as Part              .

10. The IT auditor must evaluate the process by which configuration management is carried out in order to achieve a corporate                      .

11. Incident management seeks to determine the actual cause and appropriate                       of the problem

12. Much of the evidence regarding the effectiveness of management’s controls in the usage and management of information will reside within the computer and, as such, will require the audit use of                  .

13. The auditor must determine that appropriate processes exist to monitor                           and to plan for the increasing capacity inevitably required

14. Under the revised Part two of ISO 20000, the service provider is required to demonstrate that they control their               effectively

15.                            management involves the maintaining of a detailed inventory of the resources within the organization used in the provision of IT services

16. Written commitments that the IT function will deliver a level of service acceptable to the user and are normally defined in terms of response time, uptime, hardware and software error rates, and problem-resolution time are referred to as                                              agreements

17. Implementation of ISO 20000 was intended to produce significant advantages to the organization including:

(a) Alignment of the services provided by IT with the strategic objectives of the organization

(b) Major cost reductions

(c) Major efficiency improvements

(d) Improved security

18. ISO 20000 part one includes 10 sections including all of the below except:

(a) Service delivery process

(b) Terms and definitions

(c) Best practices

(d) Resolution process

19. In examining the value chain, financial measurements such as return on investment may be:

(a) Appropriate

(b) Inappropriate

(c) Better than nothing

(d) Worse than nothing

20. Activities within a typical value chain may include any of:

(a) Inbound logistics

(b) Operations

(c) Marketing and sales

(d) All of the above

Chapter 18 Development, Acquisition, and Maintenance of Information Systems

1. Commercial computers are programmed in                  mode

2. Early attempts to write programs after binary programming used               Code
3. FORTRAN is an example of a                 language

4. Of the two types of code used in computers, the                            is the code the programmer writes and the executable object code is the code the computer runs

5. Of the two types of code used in computers, the source code is the code the programmer writes while the                                  is the code the computer runs

6.                       are programs that take third-​generation source code and create a permanent copy in binary form

7.                  are programs that take second-generation source code and create a permanent copy in binary form

8.                 take third-generation source code and create an executable copy but they do not create a permanent version of the object code and they perform their function line-​by-​line
9. Any person with access to the            code can change a program to make the computer do whatever he or she wants

10. A system that is written using                code is thus highly susceptible to alteration and fraud

11. Periodic schedule reviews, work assignment, performance monitoring, progress monitoring, and status reporting and follow-up are examples of                               controls

12. Roles and responsibilities will be clearly laid out and adhered to is an example of a control objective for the SDLC                 .
13 The user department will be involved in the definition and authorization of new or modified systems is an example of a control objective for the SDLC                                    phase
14. Before an application can be migrated into the cloud, it needs to be a           application

15. In choosing the specific cloud platform on which to run the application,                 may become a significant determinant

16. Where the intention is to use the provider’s applications running on a cloud infrastructure, this is known as                as a Service

17. Where the overall objective of Cloud computing is to drive down costs per service instance hour and time to response, this is an example of the                   principle

18. The primary causes of development exposures includes:

(a) Violation of legal statutes

(b) Excessive operating cost

(c) Poor communications

(d) Inflexibility

19. A control objective for the SCLC Methodology itself would include

(a) Commencement of each phase will be preceded by the appropriate authorization

(b) All relevant costs will be included in the cost/benefit analysis

(c) Project will be capable of being monitored through its existence

(d) Methodology will be kept up to date and in step with current developments

20. A control objective for the SCLC Systems Development phase would include

(a) Commencement of each phase will be preceded by the appropriate authorization

(b) Audit trails will be appropriate and approved 

(c) All relevant costs will be included in the cost/benefit analysis

(d) Project will be capable of being monitored through its existence

21. A control objective for the SCLC Development and Implementation phase would include

(a) Overall design shall include the design of appropriate testing and verification plans

(b) All relevant costs will be included in the cost/benefit analysis 

(c) Training plans will be produced for all users of the system

(d) Project will be capable of being monitored through its existence

Chapter 19 Impact of Information Technology on the Business Processes and Solutions

1. The basic tenet of strategy formulation is to take advantage of external opportunities while avoiding or reducing the impact of                                    .

2. The basic tenet of strategy formulation is to take advantage of                                      while avoiding or reducing the impact of external threats

3. The traditional view of separation of duties changes with the                     of many of the control structures caused by computerization.

4. Traditionally,                                analysis has been used to test internal controls for exceptions to control procedures

5. The continuous monitoring model is intended to provide a method of determining the effectiveness of control structures in a timely manner in                           systems

6. Continuous audits are viable only when there is a high degree of                of the business processes

7. Over-emphasis on continuous monitoring at the expense of a comprehensive risk management approach can significantly               the effectiveness of the overall management of risk

8. The contracting of a specific business task, such as accounts payable or call center support, to a third-party service provider is known as                                                      .

9. BPO involves handing over a function that may be dependent upon IT but is a distinct business function                from core IT operations
10. A core competency is a function that           be done well
11. Companies frequently choose to outsource in order to                   business processes
12.                           involves the organization purchasing goods or services from another organization
13. The purchaser of tan outsourced service determines the scope and                              desired from the supplier of the service with predefined measurement criteria
14. Outsourcing tends to be                   by fluctuations in economic performance
15. Changes to the legal environment under which an outsourced service provider operates could affect the                           of the purchaser within the applicable legislation
16. E-marketing provides the potential to influence buyer behavior via electronic marketing by leveraging the information base of                                                               .
17. One of culture-changing trends in e-business is the integration of                       across all activities
18. Benefits of e-business includes all of the following except:

(a) A more effective delivery of existing goods and services

(b) Providing products and services that did not exist prior to the advent of the Internet

(c) The creation of new business ideas involving the generation of a new set of services

(d) Delivery of hard products from a portfolio available to the organization

19. CCM contributes value to risk management and compliance initiatives in ways including:

(a) Improving operational performance

(b) Reducing financial governance

(c) Increasing manual sampling

(d) Reducing the availability of working capital

20. The Continuous Monitoring process includes all except:

(a) Categorization of Information System

(b) Increasing of Security Controls

(c) Assessment of Security Controls

(d) Authorization of Information Systems

Chapter 20 Software Development

1. The part of the SDLC which involves analyzing and designing the new business system is known as the                             phase

2. The objectives of the Post-implementation Review is to identify                            and improve                                       .
3. The part of the SDLC where computer programs are specified, file layouts designed, and access rules laid out is known as the                             phase

4. Systems proposals come from a variety of sources. In all cases, the feasibility of the change and                     of the change must be assessed

5. A poor user attitude may develop because of users taking their lead from                            .

6. In developing systems, the user staff available may not have the right authority level or may lack the required                         to carry out the appropriate liaison

7. If the auditor is not involved at any other stage of systems development, it is critical that they be involved  the                 stage

8. Problem Management’s objective is to control systems during emergency situations arising from                    changes

9. Once the system has been created, it is essential that it remain intact and impossible to change in an unauthorized or uncontrolled manner. Achieving this is called                                .

10. Periodically things will go wrong with a system that require a repair urgently. Such changes are controlled using                                           .

11. Audit involvement in the Systems Development process may be seen as a hindrance to auditor                    .

12. An alternate role for the auditor in the SDLC is the review of                               throughout the development process

13. Major causes of program maintenance may include all except:
(a) Bugs or errors in the program

(b) The age of the system

(c) Corporate mergers and acquisitions

(d) Governmental regulations that require changes in the program

14. In the SDLC, user specifications include:

(a) File and record layouts

(b) Operational constraints

(c) Assignments of responsibility

(d) Access rules

15. In the SDLC, Implementation typically involves:

(a) Prototyping

(b) Operational constraints

(c) Assignments of responsibility

(d) Access rules

16. Systems Development Life Cycle (SDLC) and consists of a finite and predefined number of tasks, which include all except:

(a) Audit

(b) Interpret

(c) Code

(d) Test

17. Reasons for systems failure may include:

(a) Poor staff attitude

(b) Management over controlling

(c) Too many business objectives

(d) Too many user requirement specified

18. Change control involves ensuring:

(a) All changes are authorized

(b) All authorized changes are made

(c) Only authorized changes are made

(d) All of the above

19. The conversion phase of the SDLC typically involves:

(a) Documentation

(b) Parallel running

(c) User training

(d) Sanitization of input data

Chapter 21 Audit and Control of Purchased Packages and Services

1. IT audit should be involved in the process of any systems acquisition in order to provide advice and assistance in the                 aspects of identification of systems and vendors

2. It is critical that IT audit be informed of all systems development projects at the             stage of project proposal

3. The initial stage in the systems acquisition process is the issuing of a                                       .

4. The                                  phase defines the functional requirements of the proposed system in sufficient detail to facilitate selection of the appropriate vendor package

5. Quality assurance of the Requirement Definition document rests within the                    and within the                       .

6. IT audit may have its own functional requirements to be included within the definition document since the system will eventually have to be                  .

7. The                                        may be based upon the RD document but should also include information on the user base to be supported by the system and a description of the operational environment within which the system will operate

8. If maintenance of the proposed package remains the responsibility of the supplier, then information regarding the                            of the supplier company may also be requested in the RFP

9. Once supplier proposals have been received they must be evaluated against                  criteria in order for selection to take place

10. The installation of packages frequently requires some programming of                 and customization of the package

11. SAS 70 developed by the American Institute of Certified Public Accountants to provide an auditing standard to deal with                     organizations

12. Within the United States, the Sarbanes-Oxley Act of 2002, within section 404, requires proof of the effectiveness of internal controls over any aspect of                     reporting including aspects that have been outsourced

13. Factors to be considered in conducting systems reviews include:

(a) Mission

(b) Goals and objectives

(c) Procedures

(d) All of the above

14. Sanitization of input data is a common requirement within: 

(a) Installation 

(b) Testing 

(c) Conversion activities 

(d) Change control 

15. The SAS 70 reports which cover both the description and opinion as well as the results of the independent service auditor’s tests to measure effectiveness of the control structures is a:

(a) Type 1 Report

(b) Type 2 Report

(c) None of the above

(d) All of the above

16. Major causes of program maintenance include:

(a) Changes to procedures

(b) Reliability

(c) Corporate mergers and acquisitions

(d) Response time

17. Disadvantages of acquiring purchased packages include:

(a) Higher costs

(b) Less risk

(c) Low quality

(d) More time

18. Systems acquisition may require purchasing, leasing, or renting computer resources from an IT vendor, which could include:

(a) Computer dealers and distributors

(b) Leasing companies

(c) Time-sharing companies

(d) All of the above

19. The make-or-buy decision for systems acquisition is made depending on a variety of criteria including:

(a) Time constraints

(b) User knowledge

(c) Supplier relationship

(d) Supplier support

20. Which of these situations may require the development of new systems?

(a) Acquisition of a new organisation

(b) New government reporting requirements

(c) Improved departmental efficiency

(d) All of the above

Chapter 22  Audit Role in Feasibility Studies and Conversions

1. Factors to be considered in audit involvement in feasibility studies are those surrounding the probability of a                 outcome

2. In auditing conversions, it is part of the auditor’s role to ensure that such hidden costs have been considered and that the critical                                 have been correctly identified
3. Where system alternatives have been considered, the feasibility study must demonstrate the              and                of each alternative considered
4. In conversion, if the degree of integration with existing systems and with existing hardware is low, parts of the systems being replaced may  end up being retained indefinitely, and much of the                              is lost
5. In conducting a Feasibility Study, the auditor must determine that an effective structure exists to ensure that a proper analysis of the                      can be made 

6. The feasibility study must cover points such as a clear statement of the                 and information processing requirements that the new or amended system is intended to cover
7. Insufficient attention paid at the Feasibility Study stage can result in the development or acquisition of                 ,                    systems that do not fully address the IT requirements of the organization

8. Feasibility success factors include precise specification of requirements including                all future systems with existing hardware 

9. After a decision is made to proceed based on the feasibility study, systems                   may proceed

10. At the feasibility study stage            expenditure has been made

11. Part of a feasibility study should include proposed solutions in terms of                                as well as technical tools required to support the solution

12. A finding of the feasibility study not to proceed with any systems development or acquisition may be seen as:
(a) An unacceptable finding

(b) An expected finding

(c) An acceptable finding

(d) An unexpected finding

13. Where inadequate details have been included regarding the planning, control, and project management of the system, the auditor must:

(a) Draw this to management’s attention

(b) Report this in an interim report

(c) Report this in the final report

(d) All of the above

14. The typical structure of a feasibility study would normally include:

(a) The service delivery requirements and impacts on existing IT processing as well as other user functional areas

(b) Business disruptions anticipated as a result of the development, conversion, and implementation process including the acquisition or training of staff within the user area

(c) Evaluation criteria used to select among alternatives

(d) All of the above

15. Factors to be considered in conducting a feasibility study include: 

(a) The programming language the new system 

(b) The likelihood of successful implementation 

(c) The extent of documentation required 

(d) The number of sites running a package 

16. Where an in-​house developed solution is decided upon, the feasibility study should include sections on:

(a) Overview of the proposed system in business functionality terms

(b) Technological alternatives considered together with the cost-​ benefit analysis of each

(c) Analysis of the alternative courses of actions compared to the selection criteria

(d) All of the above

17. In order that ongoing monitoring and project control can be effected, budgets must be complete and structured in detail for:
(a) Management

(b) Hardware

(c) Cost

(d) Planning

18. Included within the feasibility study should be a section on: 

(a) The use of the “waterfall” methodology for the SDLC 

(b) The availability of resources to carry out the appropriate development or implementation 

(c) The detailed system specification 

(d) The access controls required for the new system 

19. Where an in-​house developed solution is decided upon, the feasibility study should include sections on:

(a) Analysis of the costs and benefits associated with each alternative

(b) Operational, security, and control risks associated with each alternative together with the control structures considered for risk minimization of each

(c) Availability of resources internally and externally to carry out the appropriate development or implementation

(d) All of the above

20. Data conversion and acquisition must ensure: 

(a) Programs to convert data from old systems have been developed appropriately 

(b) Valid date has been converted accurately and completely 

(c) Conversion routines have been fully tested 

(d) All data has been re-loaded from scratch 

Chapter 23 Audit and Development of Application Controls

1. Systems may be defined as a set of elements or components that interact to accomplish goals and                     ______.

2. The more complex a system becomes, the harder it is to adequately           and the easier it is for a systematic error to go undetected

3. The more complex a system becomes, the harder it is to adequately test and the easier it is for a systematic error to                    .

4. Open systems are more vulnerable to both errors and attempted penetration because of the number of sources of           and              as well as the degree of systems interactivity

5. There is a greater probability of rushed and inadequate testing in                                 systems

6. Adaptive systems are designed to be                and all things to all people

7. An automated tool for auditors who wish to document information flow, control points, and operational procedures would be                                        .

8. Software written explicitly to achieve a desired audit objective is known as                 audit software

9. Common interrogation routines as well as statistical sampling and prefabricated audit tests may be found in                   audit software

10. Software designed to perform common and repetitive tasks such as sorting files, printing, copying, and comparing files is known as             software

11. One disadvantage of utilizing an integrated test facility as an audit technique is the possibility of                      the live system

12. One of the common problems in using source code review is:

(a) The difficulty of ensuring that the program reviewed is the live program

(b) The auditor may be biased in the selection of the coding to be reviewed

(c) The live system may be corrupted

(d) Disclosure of data may occur

13. The technique of taking a known transaction and following through the processing cycle in order to check the processing logic of a program is a technique known as:

(a) Sampling

(b) Integrated test facility

(c) Test data

(d) Snapshot technique

14. A technique used to determine the accuracy and completeness of processing by reprocessing live data through a program which is not the live program is an audit technique known as:

(a) Parallel simulation

(b) Integrated test facility

(c) Test data

(d) Snapshot technique

15. Processing the auditor’s transactions along with live data to transact against a dummy department is a technique known as:

(a) Test data

(b) Integrated test facility

(c) Source code review

(d) Snapshot technique

16. Input control objectives at the input stage would include all of the following except:

(a) All transactions are initially and completely recorded

(b) All transactions are completely and accurately entered into the system

(c) All rejected transactions are reported, corrected, and re-input

(d) All transactions are entered only once

17. Appropriate controls over inputs may include:

(a) Data validation

(b) Control totals

(c) Programmed balancing

(d) Restricted access

18. Appropriate controls over processing may include:

(a) Data validation

(b) Activity logging

(c) Document scanning

(d) Programmed balancing

19. Common problems the auditor will encounter in running CAATS include all of the following except:

(a) Getting the wrong files

(b) Getting the wrong layout

(c) Documentation is out of date

(d) Working with printouts

20. Characteristics of good systems include all of the following attributes except:

(a) Relevance

(b) Simplicity

(c) Frequency

(d) Timeliness

Chapter 24 - Technical Infrastructure

1. The infrastructure may be seen as the                 upon which the systems supporting the business are overlaid
2. The challenge for many organizations is the integration of diverse technologies and systems and existing structures into one                  , appropriately designed architecture
3. An appropriately designed architecture can assist businesses in achieving the correct balance between the              needs of business innovation and the requirement for               within information systems
4. Where standardization is possible the technical infrastructure can be rationalized and simplified, thus minimizing systems                      in the event of a failure
5. A clear architecture covering the technical infrastructure simplifies the development process and permits the                        of the application systems
6. The            framework defines how service management can be applied within specific organizations 
7.                                      permits auditors to monitor an organization’s systems using appropriate sensors and digital agents
8. One constraint on its use, is the impact continuous monitoring has on the                   of the organization’s systems
9. The need for immediate reporting in complex areas may require that audit tools be integrated with the organization’s systems and operate continuously using                                (EAMs)
10. It is the responsibility of                               to ensure that adequate resources exist to support overall IT operations in an efficient and effective manner
11.                                      remain responsible for the accurate and efficient operation of the scheduled jobs on the computer
12. Predefined run schedules an example of                controls
13. The approval of run schedules, the monitoring of operations, the scrutinizing of the daily console log, the reviewing of the manual reports, and continuous observation are all examples of                     controls
14. Obtaining an organization chart of the function together with job descriptions of the staff would normally be the first stage of the review of the                       area
15. Operators have access to powerful utilities that can typically dump data, production programs, or even memory at execution time. Such access must be monitored closely by management in order to ensure that no                                      are carried out
16. In the absence of continuous auditing, the auditor can still gain satisfaction as to the adequacy of controls over the infrastructure by ensuring that management:

(a) Enforces the use of standardized administrator passwords

(b) Maintains an activity audit trail with real-time monitoring

(c) Bans all infrastructure changes

(d) Bans all changes to application programs

17. Effective configuration management requires knowledge of all of the following except:
(a) Location and identification of all components

(b) Status and release levels of all software

(c) Accuracy and completeness of all component information

(d) Proper authorization procedures for acquisition

18. Key controls around the risks inherent in the changing of the IT infrastructure due to ongoing development or maintenance would include:
(a) Employment of only IT continuity plans in order to ensure that critical operations continue to be available during any period of disruption

(b) Implementation of specialized controls surrounding the management and life-cycle of IT assets

(c) Up-to-date definition of the roles and responsibilities for the management of IT infrastructure assets 

(d) Using only IT infrastructure equipment and services that do not require effective approval and certification of new technology to meet operational requirements

19. Network components include all of the following except:
(a) Communications equipment 

(b) Services rendered to provide networks

(c) Utility software

(d) Network-related software

20. In reviewing the IT infrastructure, the IT auditor would review all of the following aspects except:

(a) Corporate technology standards

(b) User access controls

(c) Overall IT architecture governance

(d) IT infrastructure investment management

21. Conducting a security review in today’s environment is a complex operation involving all of the following except: 
(a) The SDLC 

(b) Firewall rules

(c) Server privilege settings

(d) Authentication procedures

22. Continuous monitoring would normally be used to ensure all of the following except:

(a) No system offers full access permissions to anonymous Logins

(b) On-line availability is appropriately maintained

(c) No changes are made to individuals authorized to have specific levels of access into live data bases

(d) No unauthorized changes are made to access control lists

Chapter 25 - Service-Center Management

1.                                    is generally taken to be the sum total of a variety of individual tasks to be undertaken by IT management
2. As a result of 9/11, the United States developed the  ________________                                                         to improve the protection and resilience of the key resources of critical infrastructure components
3. Continuity management is the process by which plans are designed and implemented to ensure the ongoing availability of                           services in the event of a serious incident or accident
4. Because of its criticality, Continuity is seen to require a                approach

5. One common failure in the way in which continuity management is approached is to see it as a purely          function
6. IT-continuity management must be seen as an integral part                                             of with information-processing being seen as a critical resource, but not the sole resource
7. The                                                , is the process which identifies the critical processes within the organization and, from an IT perspective
8. Resource forecasting should be based upon                                 and application sizing
9. Once critical systems have been prioritized,                               can be carried out for each of the service areas in order to identify specific threats and vulnerabilities
10. In order to ensure appropriate capacity management,                 and                                must be monitored over a period of time
11. A contingency plan includes recovery options for scenarios from                        interruption to                                .
12. The information processing must have resources provided sufficient                to deliver the agreed level of service, in the agreed place, at the agreed time, and at the agreed cost
13. Capacity planning involves improving process efficiency by systems             and elimination of redundant files and processes
14. Capacity planning involves but improving process efficiency by systems tuning and elimination of redundant               and                   .
15. Ensuring that the services requested and agreed on with functional user management are delivered on an ongoing basis will involve the use of a                                              .

16. Cost aspects within the Service-Center include:

(a) Cost of quality

(b) Appraisal costs

(c) Internal failure costs

(d) All of the above

17. Service-Level Agreements are the formal document specifying:

(a) The performance criteria, 

(b) Security levels agreed

(c) Cost structures to be applied in delivery of service

(d) All of the above

18. Service-center problems commonly occur when:

(a) Changes are not regularly made

(b) System components are upgraded

(c) Failure occurs only in a single component

(d) Versions of operating systems never change

19. Changes within the service center can be:

(a) Triggered by failure of infrastructure 

(b) Triggered by the desire to maintain infrastructure 

(c) Hardware based only 

(d) Software based only

20. Evaluating systems availability includes evaluating all of the following except:

(a) System resilience

(b) Ability to withstand security breaches

(c) Cost of system non-availability

(d) Ease of system recovery

Chapter 26 - Information Assets Security Management

1. Preserving authorized restrictions on access and disclosure, including means for protecting personal privacy and proprietary information are all aspects of                       .

2. Guarding against improper information modification or destruction including ensuring information non-repudiation and authenticity are all elements of                                .

3. Ensuring timely and reliable access to information are parts of ensuring                     .

4. One of the most significant aspects of computer security is its capacity to protect us from the effects of                      mistakes

5. The responsibility for the implementation of Computer Security falls upon       management as well as           management

6. The fundamental basis for trust in computer systems is the                   of information

7. The property that information remains unchanged unless there is a specific intention to change it in an authorized manner is information                  .

8. Failure to maintain                   in commercial enterprises could result in problems ranging from minor embarrassment to significant losses

9. Some risk is desirable because it is normally not                       to attempt to eliminate all risk

10. A detective control over unauthorized user access could involve an                               system

11. Cryptography is the name given to the use of                                             to transform data

12. The hiding of information by embedding messages within other, seemingly harmless messages is known as                        .

13. Single key cryptographic systems which use one key to encrypt and decrypt are also known as                            encryption

14. Two key cryptographic systems which use one key to encrypt and another key to decrypt are also known as                            encryption

15. An adequate security architecture would include elements of:

(a) WorkStation security

(b) Encryption

(c) Segregation of duties

(d) All of the above

16. Computer Security myths include:

(a) Computer Security is a technical problem

(b) Computer Security is the responsibility of the all employees

(c) Computer Security cannot be attained

(d) Computer Security takes considerable corporate effort and resources

17. Data integrity being undermined by inadequacy some security is an example of:

(a) A technical concern

(b) A business concern

(c) Both the technical and business concern

(d) Neither a technical nor a business concern

18. The business impact of a failure of Computer Security may include:

(a) Authorized employees proving to be a risk agents

(b) Computer facilities may be subject to damage by disgruntled employees

(c) Accounting and financial records may be falsified

(d) All of the above

19. Encryption does not prevent:

(a) Message destruction

(b) Message inaccuracy

(c) Lack of timeliness of message delivery

(d) All of the above

20. The integrity of transmitted messages can be assisted by all of the following except:

(a) Steganography

(b) Message if integration codes

(c) Public key cryptography

(d) Double public key cryptography

21. The scope of Computer Security includes all of the following except:

(a) Systems software security

(b) Telecommunications availability

(c) Vital records retention

(d) IS insurance

Chapter 27 - Logical Information Technology Security

1. Operating systems are normally tailored to their needs of the user or organization by selecting among potential alternatives using                      .

2. Only authorized personnel should be capable of changing operating parameters and such changes should be independently scrutinized by a                   third party

3.                               can, in some cases, bypass other security features of the operating system or even amend the operating system itself directly
4. When auditing the operating environment, the IT auditor should primarily check the controls which the             relies on

5. It is at the                discretion that the security features of the operating system will be enabled to raise the security level to the desired for the installation

6. Functional capabilities within application systems must be segregated which is only possible where there is highly effective user                      .

7. Within RACF,  the user attributes permitting maintenance operations on RACF-protected resources such as copy, reorganize or scratch is the                    attribute

8. Within RACF the user attributes permitting full control over logging options is the                    attribute

9. The ACF2 mode which permits access but records the fact is the           Mode

10. The default ACF2 mode which Logs, issues messages and bars access is the           Mode

11. The ACF2 privilege which allows a user to create, delete, modify, and display logonid records within the limits of the user's scope is the                 Mode

12.                   are probably still the most common form of knowledge-​based authentication used within computer systems today

13. Fingerprint scanning is a common form of                    authentication

14. NIST 800-115 is a technical guide to                                   testing

15. The De Facto standard for web application security testing is the                  testing guide

16. Passwords should be all of the following except:

(a) Hard to guess

(b) Easy to remember

(c) Written down

(d) Frequently changed

17. Top Secrets nodes include all of the following except:

(a) Dormant

(b) Abort

(c) Warn

(d) Fail

18. Systems specifically designed as Security Software include:

(a) LIBRARIAN

(b) RACF

(c) Top Secret

(d) ACF2

19. Common operating environment security parameters include all of the following except:

(a) Password rules

(b) The event logging parameters

(c) Encryption

(d) Login time restrictions

20. In auditing that computing operational environment, the auditor can still look for normal controls such as:

(a) Segregation duties

(b) Organisation work

(c) Appropriate supervision

(d) All of the above

Chapter 28 - Applied Information Technology Security

1. Workstations that satisfy security requirements are initially granted access to the network but may be             during the connection to ensure ongoing compliance

2. Workstations that fail security testing should be                      from the network.

3. In order to avoid requiring each individual user to sign on to each individual WorkStation in the network, systems                          of have developed

4. Network areas where unauthorized access could be highly detrimental to the organisation are classified as                   zones

5. Network areas containing information resources which are open to the public but nevertheless require user identification and authentication are                   zones

6. In those network areas exposed to greater threats the operating environment may require further strengthening to make them                    operating environments

7. Where high-​value information assets are at risk or where there is a high degree of unrestricted access, attention should be paid to the degree of insecurities commonly found in standard operating environments

8. The use of Anonymous FTP can enable an unknown outsider to download confidential information from a server and its use should be                       wherever possible
9. Default system accounts and passwords should                   if not in use, or                     where possible
10. Permissions granted on each machine and a network should be adjusted according to the current             and                of information held at the particular machine
11. A digital certificate is verification issued and digitally signed by a                                .

12. Access to System Resources should be granted on a                    basis
13. Advanced IDSs are based on                  -                      -                 network activity

14. Client server is an architecture in which the functionality and processing of a system are split between:

(a) The client workstation and a database server

(b) The client workstation and a mainframe

(c) The client workstation and the Internet

(d) The client workstation and the rest of the network

15. A digital signature uses similar technology to:

(a) Symmetric encryption

(b) MACing

(c) Asymmetric encryption 

(d) None of the above

16. A firewall provides an organization with:

(a) A mechanism for implementing and enforcing network access security policies

(b) A transformation of directive of discretionary controls into preventative controls

(c) Control over access to and from a given network

(d) All of the above

17. The distribution of functionality in client-​server systems causes the vulnerability of the systems to viruses, fraud, and misuse to:

(a) Decrease

(b) Increase

(c) Double

(d) Stay the same

18. Networks are genetically seen as vulnerable in the area of:

(a) The interception of data

(b) Unauthorized access

(c) Availability of communications

(d) All of the above

19. Network areas containing information resources which are open to a restricted number of authorized users who are identified and authenticated would be seen as:

(a) Untrusted zones

(b) Trusted zones

(c) Semitrusted zones

(d) Hostile zones

20. Common risks organizations may face from failures of Network Security include:

(a) Loss of staff

(b) Loss of reputation

(c) Loss of confidentiality

(d) System unavailability

Chapter 29 - Physical and Environmental Security

1. Physical security is generally dictated by the risks in the                      .

2. Environmental security encompasses the support structures that are the foundations of the physical environment including power,                            , heating, and lighting

3. In the event of physical damage, the extent of potential losses, and therefore the degree of control desirable, will be dependent upon the                  of any resultant interruption  as well as the                         of the service interrupted

4. A byproduct of the                of portable computers is the gain by the thief of the rich source of potentially damaging and confidential information

5. Where damaged computers are sent in for repair, physical control of the hardware containing sensitive corporate information may be placed in the hands of strangers with little or no way of knowing whether                    is breached

6. Combination locks, while seeming more secure than key-locks, are vulnerable to penetration by simple                         __________.

7.                                     may be used in “lights-out” computer rooms where there is normally no human movement

8. In the event of a data center catastrophe, an organization may lose not only equipment but also the ability to                                  .

9. Because computers, by their nature, require electricity to function, an                        supply of electricity at a constant voltage and amperage is a prerequisite to smooth functioning of the Information Systems

10. In fighting fire, care should be taken to ensure that the                   of the fire does not create more damage than the fire itself

11. Fires within Data Centers are commonly caused by power problems in concealed areas such as raised floors and cable                  frequently due to lightning and power surges or simple overload

12. Fire prevention works by denying the fire any or all of the                 requirements for combustion

13. In most cases physical controls are implemented where the impact is seen to be                  , that is, where the cost, whether high or low, is significantly offset by the benefit accrued

14. A common result of physical damage may be short-or long-​term                  of the delivery of information services
15. Structural collapse of office buildings containing Computer Centers can be caused by:

(a) Earth tremors

(b) Poorly built structures

(c) Impacts of ground level

(d) All of the above

16. For fire to catch hold it requires a plentiful supply of:

(a) Oxygen

(b) Heat

(c) Fuel source

(d) All of the above

17. Physical risks include all of the following except:

(a) Unauthorized use of passwords

(b) Theft of equipment

(c) Loss of data confidentiality

(d) Destruction of hardware

18. Shredders may be used to ensure confidential scrap is not made available to unauthorized sources including the shredding of:

(a) DVDs

(b) Microfiche

(c) Paper

(d) All of the above

19. Controls over physical access may include all of the following except:

(a) Fences and walls

(b) Encryption

(c) Locks on doors

(d) Formal identification cards

20. Physical security encompasses control measures to mitigate the risks of natural events including all of the following except:

(a) Flood 

(b) Earthquake

(c) Fire

(d) Tsunami

Chapter 30 - Protection of the Information Technology Architecture and Assets: Disaster-Recovery Planning

1. The Business-Continuity Plan (BCP) refers to those activities intended to ensure the ongoing running of the organization during a period of                  of normal operation

2. An organization’s Information Systems are a                resource, although not the only resource required

3. A site consisting of a computer room and computer where a disaster would result in the loading of the appropriate operating environment, application systems, and data files so that recovery could take place in an acceptable time frame is known as a                   site

4. A “hot” site is seen to be one in which the hardware, communications capability, and systems software are all available with only the current version of the                     to be restored

5. An empty computer room with an agreement contracted with the hardware vendor that, in the event of an emergency, a computer could be supplied quickly and configured appropriately for the organization is an example of a              site

6. In the event of a disaster, the easiest and quickest item to replace is normally believed to be the              .

7. The foundation of any BCP or DRP is a risk assessment involving the identification and analysis of potential                       and                      .

8. Where unique software has been produced and supplied by a third party specifically for the organization,                     copies may be required to be lodged in case of emergencies

9. In general, the contingency plan should cover all in-house and third-party risks and define all risks which have been                 and testing should be as               as possible

10. When an organization could recover from the loss of computing capability with some cost a little embarrassment, the preparedness may be classified as          .

11. For recovery purposes, is important to establish if there is                      of the equipment in the alternate processing site

12. Where a disaster would result in conspicuous interruption of IT Services, potentially result in loss of business, disaster preparedness would typically be classified as:

(a) Poor

(b) Weak

(c) Adequate

(d) Good

13. In classifying systems by degrees of priority, priorities may include all of the following except:

(a) Importance to the Board of Directors

(b) Alternative service level required

(c) Business lost rating

(d) Maximum tolerable downtime

14. A commonly omitted consideration in the development of intensive plan is a provision of alternatives for:

(a) Hardware

(b) Communications

(c) Stationery supplies

(d) Air conditioning

15. Threats which could trigger the use of the disaster recovery plan include:

(a) Industrial action

(b) Viruses

(c) Terrorism

(d) All of the above

16. The business continuity plan will require elements addressing the organizational risks and will typically include sections on all of the following except:

(a) Contracting with vendors

(b) Fire

(c) Acceptable use

(d) E-mail

17. A “hot” site is seen to be one in which instant availability exists for all of the following except:

(a) Hardware

(b) Communications capability

(c) Systems software 

(d) Current data

18. In conducting an audit of the contingency plan, the auditor will seek evidence of all of the following except:

(a) The adequacy of the plan 

(b) The effectiveness of the implementation of the plan

(c) The input of Audit in developing the plan

(d) The existence of an mechanism for keeping the plan up to date and relevant

19. In satisfying himself that the contingency plan will be kept up to date and appropriate, the auditor will typically ensure all of the following except:

(a) The master plan is kept secure

(b) Executive management is involved in the maintenance of the plan

(c) Distributed copies of kept up to date and secure

(d) The responsibility for planned maintenance has been properly assigned

20. Should disruption for, the consequences could include any or all of the following except:

(a) Increased efficiency

(b) Loss of revenues

(c) Incurred costs

(d) Loss of discounts

Chapter 31 – Displacement control

1. For most organizations, risk management is classed as relative and risks are managed depending on the organization’s                                  .

2. In the event of a disaster insurance can be seen as a                 control

3. Insurance may cover loss of                                    should trade secrets be copied or recorded

4. In financial institutions, a type of insurance covering professional liability, directors and officers liability and consultants errors and omissions is known as                               Bond

5. When insurance company evaluates risk prior to assessing the premium, consideration is normally take and of management’s controls as well as the extent of                        carried out both internally and externally

6. Improper handling of client data or misinforming potential customers of a client, perhaps through inaccurate web site publications, can lead to significant                 on the uninsured

7.                                          insurance is commonly used to mitigate risks associated with technology projects having lawsuit potential

8. In placing insurance,                insurance premiums can normally be negotiated based on increased security and concomitantly lower risk

9. In the event of a claim, an external review may be carried out in order to assess the extent of actual loss and to ensure that the controls were               as intended

10. When facing IT risks specifically, multiple categories of insurance may be looked at in order to ensure                 of cover

11. Many general-purpose insurance policies             or even                coverage on certain types of electronic equipment

12. When reviewing insurance coverage, the auditor should closely scrutinize any                in order to ensure that the coverage is as management intends

13. In examining insurance contracts, the auditor should determine that not only the hardware, software and media are covered but also                     equipment used by the organization

14. Where the organisation decides to absorb internally any losses incurred as a result of problems of an IT nature, this is known as                             .

15. Selection of insurance coverage normally involves                 of some specific elements of risk as well as the transfer of some to a third-party

16. Insurance can be sought for all of the following except:

(a) Maintenance costs 

(b) Mechanical breakdown

(c) Fraud and dishonesty

(d) Civil unrest

17. Risks specific to portable computers include all of the following except:

(a) Accidental damage in transit

(b) Ease of theft

(c) Unauthorized access

(d) Lost in transit

18. Where unauthorized access to an organization’s Computer Systems has resulted in a breach of privacy legislation, civil or criminal action against the organisation can involve:

(a) Fines

(b) Penalties

(c) Consequential damages

(d) All of the above

19. Typical external attacks on Computer Systems may include all of the following except:

(a) Outside penetration of secured systems

(b) Insider financial fraud

(c) Data Network sabotage

(d) Denial of service attacks

20. In terms of risk management, risks are usually divided into:

(a) Those risks that are appropriate to control

(b) Those risks that cannot be avoided and must be accepted 

(c) Those risks which remain unacceptable and can be transferred to third-party

(d) All of the above

Chapter 32 – Auditing E-commerce Systems

1. E-commerce may be defined as involving the real-time processing of business transactions with full                  liability

2. Electronic Data interchange (EDI) is normally defined as the computer-to-computer, application-to-application exchange of business data in a               format

3. Introduction of e-commerce may               control steps which can, in turn, increase risk compared with paper-based trading

4. The risk of unauthorized persons performing a transaction makes proper                   a critical component of an e-commerce transaction

5. E-commerce fraud perpetrated by staff members typically occur behind the               .

6. High-volume, spurious transactions which may stop the systems or slow it down to unacceptable performance levels as an example of a                                attack

7. In an e-commerce system, one problem from the auditors perspective is the loss of evidence resulting from the non-availability of                  documents

8. Due to the risk of the                         failures of applications can have a major impact not only on the host site but on all trading partners

9. The initial threat list for and E-commerce system should be developed by the design team at the system-proposal stage

10. The initial threat list for and E-commerce system should be developed by the               team at the system-proposal stage

11. Within the ISO model, the layer responsible for the specification for orderly data exchange is the                layer

12. Within the ISO model, the layer responsible for the specification to move through physical links is the                               layer

13. Message authentication involves the prevention of undetected                     of the message content

14. Within e-commerce,                    involves a denial of one or both parties that all or part of the transaction took place.

15. In an E-COMMERCE system, on-line monitoring should be                    as far as possible due to the multiplicity of partners and low manual intervention levels

16. In EDI contracts, terms and conditions typically include all of the following except:

(a) Quality of goods to be supplied 

(b) Which laws will govern

(c) When is a contract “received”

(d) What is the definition of a signature

17. Fraud within e-commerce may involve:

(a) Invalid contracts 

(b) Suppliers not being paid for goods and services delivered 

(c) Agencies not receiving services/goods already paid for 

(d) All of the above

18. Benefits of successful E-commerce implementation include all of the following except:

(a) Reduced transaction costs and greater productivity 

(b) Service availability 24 hours a day, 7 days a week 

(c) Reduced transportation costs 

(d) Opportunities for local business to grow and compete in the global marketplace

19. For e-commerce to be successful, information must be available to other participants in the trading community.  This can put information at risk including all of the following except:

(a) Cost structures

(b) Individuals’ private information

(c) Information on discounts offered

(d) Products and services available

20. Anticipated benefits of EDI include:

(a) Improved control of data

(b) Decreased administrative costs

(c) All of the above

(d) None of the above

21. Corruption of data within an e-commerce system could result in”

(a) Destruction of the audit trail

(b) Loss of confidentiality

(c) Disclosure of course structures

(d) Disclosure of conditions and services offered to other customers

22. In order to function effectively, EDI requires all of the following except:

(a) A standard format of a common language used between trading partners

(b) Symmetrical encryption

(c) Translation software performing file conversions to and from standard formats

(d) A data communication link

Chapter 33 – Auditing UNIX/Linux 

1. Linux is first an foremost a                   operating system

2. The core of the Linux operating system is the          operating environment

3. In order for an operating environment to provide an acceptable level of security, the system should be hard for                     persons to enter

4. The architecture of a UNIX/Linux system follows a hierarchy starting at  the                     on which the operating system resides

5. The hierarchical structure of directories and files with the capability of file level security is provided by the UNIX           system

6. The UNIX              is the most frequently used utility program controlling the initial interaction with any given user once login has been successful

7. Access to UNIX is achieved by logging into the system using an                   .

8. UNIX passwords are stored in a password file in                  form

9. One of the disadvantages of the Telnet service is that user I D’s and passwords are transmitted in an                           form

10. Access rights and permissions for all users, systems, and processes operating within the UNIXenvironment should be granted on a                             basis only

11. Init, cron and logind are examples of UNIX              .

12. Daemons stay resident within the memory of the machine and operate in conjunction with the                _________.

13. Identifying and categorizing systems and information which could be a risk if not adequately secured would be part of a UNIX                                     .

14. Monitoring for login failures in UNIX should be carried out on a              basis

15. Monitoring for unusual messages recorded from UNIX system daemons should be carried out on a               basis

16. Within UNIX                                                       is used to permit many machines on a network to share configuration information, including password data

17. Maintaining UNIX logs is an overhead on the machine and worthless unless they are frequently and regularly                 and the appropriate action taken based on the contents

18. UNIX services include the following except:

(a) UUCP

(b) SMF

(c) HTTP

(d) SMTP

19. On a random basis, the systems administrator should check the system for problem areas by checking for:

(a) Users other than root having the UID of zero

(b) System usage total by user

(c) Unexpected host’s access

(d) Unexpectedly mounted file systems

20. In order to achieve adequate control in a UNIX/Linux environment, it is essential that unique identification and authentication is possible of all of the following except:

(a) Access rights

(b) Users
(c) Data
(d) System components 
Chapter 34 – Auditing Windows VISTA and Windows 7

1. Networks running Windows VISTA/Windows 7 are designed to                key information and resources throughout an organization

2. While control enforcement within Windows takes place at a technical level, the control objectives remain                     objectives

3. Like any operating system, Windows needs                       changes and other measures to reach its full security potential

4. The storing of encrypted passwords redundantly as a DES hash was carried out to ensure that there was                       compatibility with Microsoft LAN manager software

5. Because of the design of the Windows security and management system, a very high degree of responsibility rests with the system                      .
6. On sensitive systems, the auditor will normally ensure that there is no access for groups such as                 and                .

7. In auditing Windows,  the auditor would normally examine the Account Policy menu system in User Manager to determine if appropriate choices were made for the                  password restrictions

8. The stages involved in auditing Windows include all of the following except:

(a) Determining whether Windows is a legal copy 

(b) Identifying and locating the hardware

(c) Determining the uses to which the system is put

(d) Matching the use of functionality against their job requirements

9. In examining the account policy, the auditor would normally seek to determine all of the following except:

(a) Does the system allow unlimited attempts 

(b) Does the network administrator monitor network capacity

(c) Is there lock out after a certain number of bad attempts and is the number reasonable?

(d) Is the lockout duration set to a time period

10. Within Windows, network protocols may include any of the following except:

(a) NetBui

(b) TCP/IP

(c) NCCF

(d) IPX

For other questions in this area, see the Audit Program in appendix E

Chapter 35 - Foiling the System Hackers

1. The deliberate gaining of unauthorized access to a computer system, usually through the use of communication facilities is referred to as                   .
2. To access many computer systems, a hacker must have a dial-up number or                           .

3. When a link is made into a network without adequately controlling access via the               , anyone with access to the other network now, potentially, has access to your network

4. In many organizations, computer departments have a                        whose job it is to help confused users

5. The auditor should review the standard user IDs supplied, and ensure that they were            if possible

6. When a standard system is supplied to the installation, it often has standard user IDs set up with an initial password, often the same as the                         .

7. One common way of uncovering a user’s password is to simply       the user

8. Users should the train to view their passwords as highly                      .

9. A password attack running in the background and trying thousands of common words in rapid succession is known as a                           attack

10. In cases where outsiders at one point were employed by the organization of further risk exists because of their knowledge of the structure of                                in place within the organization

11. Using social media to gain access to information about legitimate users of Computer Systems is a technique called                                                      .

12. Mobile agents take the form of                                 acting autonomously to achieve continues collection and processing of information

13. A common vulnerability due to the use of smart phones and other mobile technology is their use by users to record their                     in an easily stolen device

14. Quantum Cryptography is a technique using                                to produce and distribute encryption keys and includes the ability of the two communicating users to detect the presence of any third party trying to gain knowledge of the key.
15. Known password weaknesses include:

(a) No password required

(b) Poor change control

(c) Poor personnel policies

(d) All of the above

16. Hacker threats in the cloud environment can arise in any cloud service except:

(a) SaaS

(b) QaaS

(c) DaaS

(d) IaaS

17. Robust approaches to logical information security include the use of all of the following except:

(a) Use of biometrics 

(b) One-time passwords

(c) Compartmentalization of accesses and privileges

(d) Hardening of operating systems

18. Browser-based attacks include all of the following techniques except:

(a) Phishing

(b) Botnets

(c) Zombie computers

(d) Cross-site scripting

19. Hackers tools to gain access to passwords include all of the following except:

(a) Password guessers

(b) Ad-ware

(c) Key loggers

(d) War- dialers

20. Hackers may gain user-Ids by any of the following except:

(a) Trying the standard user-Ids that come with a system

(b) Straightforward trial and error

(c) Insider information on the installation

(d) Copying the password file

Chapter 36 – Preventing and Investigating Computer Fraud

1. Software which, once installed, collects information about you and returns with it to its source is known as                   .

2.                   involves counterfeiting the appearance of a web site of an official organization or an e-mail from an official organization in order to get the duped user to enter confidential information

3. The major intent to fraudulent emails is to elicit some form of            .

4. Browser hijacking is a form of              which modifies a setting of Internet browsers without the use of permission to redirect users to selected web sites

5. Throughput frauds typically involve changing live programs in order to enter                     code for improper purposes
6. Altered payments or breach of confidentiality and common examples of                 fraud

7. The most common manner in which computer crime is uncovered is by a              from another person who may or may not be an employee

8. A forensic response toolkit is a                    /                  combination to promote the demonstrably non-corrupting nature of the investigation

9. In the fraud investigation, the auditor must seek to minimize                                     .

10. In responding to an incident the system should be shut down by                        directly

11. A simple unauthorized use of a credit card account without the owner’s knowledge or permission is an example of                               .

12. For forensic duplication to be acceptable, copying must be made on a      by       basis

13. Tasks of the incident response team may include all of the following except:

(a) Assess the damage and scope

(b) Maintain a chain of custody

(c) Maintain their own anonymity

(d) Protect privacy rights 

14. Evidence to be sought may include:

(a) Listing of files accessed

(b) Email sent and received

(c) Programs executed

(d) All of the above

15. Failure of successful prosecution can be as a result of any of the following except:

(a) Evidence which is not legally gathered

(b) Evidence extracted directly from the Computer System

(c) Evidence where the chain of custody has not been correctly maintained

(d) Evidence which is inconclusive

16. An incident response methodology should include all of the following except:

(a) Effective use of biometrics

(b) Detection of incidents

(c) Response strategy formulation

(d) Forensic duplication

17. Major steps in pre-incident preparation would include:

(a) Identifying the vital assets in advance

(b) Determining the most likely nature of exposure faced

(c) Producing cryptographic checksums of critical files

(d) All of the above

18. Standard hardware tools for forensic investigation could include any of the following except:

(a) 2 to 3 native operating systems

(b) Burn Banks

(c) Digital camera

(d) Lockable evidence Storage Containers

19. An appropriate user response to an attempted fraud could be any of the following except:

(a) Ignore the incident

(b) Defend against further attacks

(c) Prosecute all cases

(d) Gather data of the incident for future use

20. Identity theft comes in a variety of forms including:

(a) Phishing

(b) Email fraud

(c) Browser hijacking

(d) All of the above

